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Enrolling in Two-Step Verification

Who is this information for

This document should be used by all users to enroll in Two-Step Verification, as well as check their
current Two-Step Verification methods, add new Verification methods, and make changes to their
existing setup (such as changing which method is set as primary).

What you need to know

Two-Step Verification (also known as MFA or Multi-Factor Authentication) is a layer of security that
allows us to better protect Walgreens and our team members from risk, and to better align your user
experience accessing applications from anywhere, whether you are in the office or working remotely.
Two-Step Verification also enables you to use the Forgot Password option in MyPassport when needed.

While there are currently multiple verification method types available, users should focus on utilizing
the phish-resistant verification methods. Phish-resistant verification methods provide stronger security
than legacy verification methods. These methods ensure that authentication credentials cannot be
easily stolen through phishing scams, and they prevent users from accidentally entering credentials on
fake websites.

o The phish-resistant verification methods that should be enrolled and utilized as primary
methods are:

o PinglID Mobile App, which sends push notifications to your mobile device for
authentication

o Passkey, which utilizes the native passkey technology on your iPhone, iPad, or Android
device

o Biometric Authentication, which utilizes Windows Hello or Mac Touch ID for
authentication

o The legacy verification methods that should only be used as secondary methods in emergency
situations and will be removed soon are:
o Text Message, which sends a one-time passcode via SMS to your mobile device to be
used for authentication
o Phone Call, which provides a one-time passcode via phone call to be used for
authentication



What you need to do

Select the appropriate link from the table below based on the action that you would like to complete:

Enrolling in Two-Step Verification or adding a new verification method:

PingID Mobile App for iPhone (recommended)

PingID Mobile App for Android (recommended)

Passkey for iPhone, iPad, or Android device (recommended)
Biometric Authentication for Windows (recommended)
Biometric Authentication for Mac (recommended)

Text Message (only for emergencies; will be removed soon)
Phone Call (only for emergencies; will be removed soon)

Viewing/Editing your current verification methods:

e Changing Your Primary Verification Method
e Renaming a Verification Method
e Removing a Verification Method




PingID Mobile App for iPhone

Download the PingID Mobile App on Your iPhone

e |f you do not already have the PinglD Mobile app, instructions for downloading apps on an
iPhone can be found here.
o NOTE: Prior to following these instructions, please download the PingID Mobile App
on your iPhone. Once you have the app downloaded, the below instructions will walk
you through creating a QR code on your computer and scanning it with your iPhone.

Generate QR Code on Your Computer
e On your computer, navigate to https://mypassport.walgreens.com

e Enter your OnelD and Password
e C(Click Sign On
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e C(Click the Two-Step Verification tile
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Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:


https://support.apple.com/en-us/102590
https://mypassport.walgreens.com/

No Verification Methods

At least (1) Verification Method

My Verification Methods

D

even if someone gains access to your password. Please add a verification method.

-+ Add a Verification Method
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Two-Siep Verification offers added protection to help keep your account information secure

My Verification Methods x
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To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

Click Select for the Mobile App Push Notification option

i Mobile App Push Notification

mobile device

— A push notification will be sent to your PinglD app on your

SELECT

You will be provided a QR Code that you will scan after following the instructions below

—
ﬁ PinglD Mobile Application :
L For the best experience, Install PinglD and scan the QR

s code fo pair your mobile device. You can also enter the:
pairing code manually when required.

Pairing Code!
107442705920

Nete: Paifing Iy for 48 hours. If anew
‘one will need to be genersted.

Try another way
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Pair Your iPhone by Scanning QR Code

On your iPhone, open the PingID app

On the Welcome to PingID screen, click Continue

On the Scan the QR Code screen, click Scan




Pingf™ Ping™

Scan the QR Code

The QR code fetches the info that
will get you started

. Use your camera to scan the QR code
Welcome to Plnng from another device, such as your laptop.

Sign on securely and verify your identity. Where do | find the QR code?

By clicking continue you are agreeing to
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Continue { Enter Pairing Key
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When the app activates your iPhone’s camera, scan the QR code that is on your computer
o You may be prompted to allow the app to use your iPhone’s camera

When your iPhone changes to the PingID home screen and your computer changes to the below
authenticated screen, you have successfully paired your device with the PingID app and you are
now enrolled with the PingID Mobile App verification method
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Authenticated

CONTINUE
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In the Authenticated pop-up box, click Continue

o This will bring you back to the My Verification Methods screen. It is recommended that
you enroll at least two (2) phish-resistant verification methods. To enroll in another
method or make changes to your existing methods, return to the What You Need To Do
section at the top of this document.




PingID Mobile App for Android

Download the Pi

e Ifyoudo

ngID Mobile App on Your iPhone

not already have the PingID Mobile app, instructions for downloading apps on Android

devices can be found here.
o NOTE: Prior to following these instructions, please download the PingID Mobile App

on your Android device. Once you have the app downloaded, the below instructions
will walk you through creating a QR code on your computer and scanning it with your
Android device.

Generate QR Code on Your Computer

e Onyour
e Enteryo

computer, navigate to https://mypassport.walgreens.com
ur OnelD and Password

e C(Click Sign On
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e Click the Two-Step Verification tile

Add a
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Two-Step Verification

n extra layer of protection to your account

o

Depending on whether you have verification methods already enrolled, you will see one
of the following screens:


https://support.google.com/android/answer/9457058?hl=en
https://mypassport.walgreens.com/

No Verification Methods

At least (1) Verification Method

Two-Siep Verification offers added protection to help keep your account information secure
even if someone gains access to your password. Please add a verification method.

My Verification Methods
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-+ Add a Verification Method
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To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

Click Select for the Mobile App Push Notification option

=

Mobile App Push Notification

A push notification will be sent to your PinglD app on your
mobile device

SELECT

You will be provided a QR Code that you will scan after following the instructions below

—
ﬁ PinglD Mobile Application :
L For the best experience, Install PinglD and scan the QR
Cs code fo pair your mobile device. You can also enter the-
pairing code manually when required.
Pairing Code:
107442705920
Nt Pai i for 48 hours. I anew
cne wil need o be generated.
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Try another way
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Pair Your Android Device by Scanning QR Code

On your Android device, open the PingID app

On the Welcome to PingID screen, click Continue

On the Scan the QR Code screen, click Scan




Pingf™ Ping™

Scan the QR Code

The QR code fetches the info that
will get you started

Use your camera to scan the QR code
from another device, such as your laptop.

Welcome to PingID

Sign on securely and verify your identity. Where do | find the QR code?

By clicking continue you are agreeing to
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When the app activates your Android device’s camera, scan the QR code that is on your
computer

o You may be prompted to allow the app to use your Android device’s camera

When your Android device changes to the PingID home screen and your computer changes to
the below authenticated screen, you have successfully paired your device with the PingID app
and you are now enrolled with the PingID Mobile App verification method
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Authenticated

CONTINUE
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In the Authenticated pop-up box, click Continue

o This will bring you back to the My Verification Methods screen. It is recommended that
you enroll at least two (2) phish-resistant verification methods. To enroll in another
method or make changes to your existing methods, return to the What You Need To Do
section at the top of this document.




Passkey for iPhone, iPad, or Android Device

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On
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e C(Click the Two-Step Verification tile
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Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:


https://mypassport.walgreens.com/

No Verification Methods

X

At least (1) Verification Method
My Verification Methods

My Verification Methods

Two-Siep Verification offers added protection to help keep your account information secure
even if someone gains access to your password. Please add a verification method.

+ Add a Verification Method

Windows Hello 1

Nindaws Hello 1

o

E@ iPhone 12
= Phone 1
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SECURED BY

+ ADD A VERIFICATION METHOD

Click Select for the Passkey/Security Keys option

To enroll or add another Verification Method, click Add a Verification Method

SELECT

Passkey / Security Keys

o} Use iPhone / Android passk
verify your identity.

key or supported hardware key to

[ )
device option and click Next

== Windows Security

Choose where to save this passkey
iPhone, iPad, or Android device

(o]0}
@x

More choices

[J rixels

iPhone, iPad, or Android device

(-

E Security key

In the Choose where to save this passkey pop-up box, select the iPhone, iPad, or Android



e Inthe iPhone, iPad, or Android device pop-up box, scan the QR code provided using your
mobile device/tablet’s camera

‘= Windows Security

iPhone, iPad, or Android device

Scan this QR code to save a passkey for “pingone.com” on your
device.

This request comes from the app "msedge.exe” by “Microsoft
Corporation®.

e Follow any on screen prompts from your mobile device/tablet

e In the Passkey saved pop-up box, click OK

== Windows Security

Passkey saved

You can now use your device to sign in to “pingone.com”.

e Inthe You’re all set! pop-up box, click Next



You're all set! x

‘You've successfully added a new verification method.

NEXT
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o This will bring you back to the My Verification Methods screen. It is recommended that
you enroll at least two (2) phish-resistant verification methods. To enroll in another

method or make changes to your existing methods, return to the What You Need To Do
section at the top of this document.




Biometric Authentication for Windows

Set up Windows Hello Sign-in Options

e [f you have not already done so, you can find the instructions for Windows Hello here.
o NOTE: You must set up Windows Hello sign-in options on your Windows device prior
to continuing or you will not be able to use this verification method.

Enroll in Biometric Authentication

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

e
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e Click the Two-Step Verification tile
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Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:


https://euc-s8nl-web-ex.walgreens.com/how-to-configure-device-pin-and-setup-windows-hello/
https://mypassport.walgreens.com/

No Verification Methods At least (1) Verification Method
My Verification Methods My Verification Methods *
w Windows Hello 1 EDIT
I;J Windaws Hello 1
Two-Siep Verification offers added protection to help keep your account information secure
even if someone gains access to your password. Please add a verification method. iPhone 12 EDIT
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e To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

e Click Select for the Biometric Authentication option

Biometric Authentication e —

Use Windows Hello / Touch |D to verify your identity for your
Windows and Mac device.

o If the Select button appears, but you did not follow the instructions at the top of
this section for setting up Windows Hello first, you will receive an error indicating
that you must set up Windows Hello first.

o Ifthe option is grayed out and indicates “Not Supported”, your device does not have
Windows Hello capabilities.

e In the Making sure it’s you pop-up box, follow the instructions on screen to verify your identity
o You will have the option to verify your identity whichever sign-in options you set up in

Windows Hello. It will default to your most recently used option, but you can click More
choices to select a different option if preferred.



‘= Windows Security

Making sure it's you

Let's save a passkey on this device to sign in to “pingone.com” as
1 @walgreens.com”.

This request comes from the app "msedge.exe” by “Microsoft
Corporation™.

—

D)

Scan your finger on the fingerprint reader.

More choices

I ﬁ Fingerprint

In the Passkey saved pop-up box, click OK

== Windows Security

Passkey saved

You can now use Windows Hello to sign in with your face,
fingerprint, or PIN.

[} @walgreens.com

P

pingone.com

In the You’re all set! pop-up box, click Next

I
You're all set! .
You've successfully added a new verification method.
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o This will bring you back to the My Verification Methods screen. It is recommended that
you enroll at least two (2) phish-resistant verification methods. To enroll in another
method or make changes to your existing methods, return to the What You Need To Do
section at the top of this document.




Biometric Authentication for Mac

Set up iCloud Keychain and Mac Touch ID

e |f you have not already done so, you can find the instructions for iCloud Keychain here and the
instructions for Mac Touch ID here.
o NOTE: You must set up iCloud Keychain and Mac Touch ID on your Mac prior to
continuing or you will not be able to use this verification method.

Enroll in Biometric Authentication
e Navigate to https://mypassport.walgreens.com

e Enter your OnelD and Password
e C(Click Sign On

. Walgreens Boots Alliance
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Forgot password?
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e Click the Two-Step Verification tile

Y,

Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:


https://support.apple.com/en-us/109016
https://support.apple.com/guide/mac-help/use-touch-id-mchl16fbf90a/mac
https://mypassport.walgreens.com/

No Verification Methods At least (1) Verification Method

. . . . X
My Verification Methods My Verification Methods
E Windows Hello 1 DT
Windaws Hello 1
Two-Siep Verification offers added protection to help keep your account information secure
even if someene gains access to your password. Please add a verification method. [L;] iPhone 12
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+ Add a Varification Method e
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To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

Click Select for the Biometric Authentication option

Biometric Authentication e —

Use Windows Hello / Touch |D to verify your identity for your
Windows and Mac device.

o Ifthe option is grayed out and indicates “Not Supported”, your device does not have
Mac Touch ID capabilities.

In the Touch ID Pairing pop-up box, click Continue

Touch ID Pairing

lfm

Towch ID enab

In the Sign In pop-up box, use Touch ID to verify your identity



af Slgn In Cancel

1 4
Use Touch ID to sign in?

A passkey for “LYLE.LULICH@WALGREENS.COM" will be saved in
iCloud Keychain and available on all your devices.

Continue with Touch ID

In the You’re all set! pop-up box, click Next

You're all set! x

You've successfully added a new verification method

NEXT
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o This will bring you back to the My Verification Methods screen. It is recommended that
you enroll at least two (2) phish-resistant verification methods. To enroll in another
method or make changes to your existing methods, return to the What You Need To Do
section at the top of this document.




Text Message

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

- Walgreens Boats Alliance

Forgot password?
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e C(Click the Two-Step Verification tile

N,

Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:

No Verification Methods At least (1) Verification Method
My Verification Methods My Verification Methods x
B

Two-Step Verification offers added protection to help keep your account information secure

even if someone gains access to your password. Please add a verification method. [g iPhone 12
e = iPhone 12
-+ Add a Verification Method
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https://mypassport.walgreens.com/

To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

Click Select for the Text Message option

Text Message cmE
A one time passcode will be sent to your phone number

Enter your mobile phone number and click Next

Enter the phone number

To get a one time passcode, enter the phone number
Enter phone number

=l

Enter phone number Eg. 201-555-0123

NEXT

Try another way

By continuing, you confirm that you authorized to use this phone number and agree to
receive text messages. Carrier fees may apply
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Enter the one time passcode that you receive via text message and click Next

Type in your one time passcode

We sent your one time passcode to

One Time Passcode

Resend

Try another way

ONE @

In the confirmation pop-up box, click Next

You're all set

You've successfully added a new verification method.
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NEXT
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This will bring you back to the My Verification Methods screen. Remember, this
method is not phish-resistant, will be removed soon, and should currently only be
used in emergencies. It is recommended that you enroll at least two (2) phish-resistant
verification methods. To enroll in another method or make changes to your existing
methods, return to the What You Need To Do section at the top of this document.




Phone Call

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

1. Woalgreens Boots Alliance

Forgot password?
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e C(Click the Two-Step Verification tile

N,

Two-Step Verification

Add an extra layer of protection to your account

o Depending on whether you have verification methods already enrolled, you will see one
of the following screens:

No Verification Methods At least (1) Verification Method

My Verification Methods My Verification Methods x

; Windows Hello 1 EDIT
Windows Hello 1
Two-Step Verification offers added protection to help keep your account information secure

even if someone gains access to your password. Please add a verification method. [g iPhone 12
e = iPhone 12
-+ Add a Verification Method
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https://mypassport.walgreens.com/

To enroll or add another Verification Method, click Add a Verification Method

+ ADD A VERIFICATION METHOD

Click Select for the Phone Call option

.' Phone Call sELECT

A phona csll will be made to your phone number to recaive = one
time passcode

Enter your phone number and click Next

Enter the phone number

To get a one time passcod, enter the phone numbsr
Enter phone number

=l .

Enter phone number Eg. 201-555-0123

NEXT

Try another way
By continuing, you confirm thal you authorized lo use this phone number and agree to

receive text messages. Carrier fees may apply

SECURED BY
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Enter the one time passcode you receive via phone call and click Next

Type in your one time passcode

We sent your cne ime passcode to

One Time Passcode

Resend

Try another way

ONE®

In the confirmation pop-up box, click Next



You're all set

You've successfully added a new verification method.

This will bring you back to the My Verification Methods screen. Remember, this
method is not phish-resistant, will be removed soon, and should currently only be
used in emergencies. It is recommended that you enroll at least two (2) phish-resistant
verification methods. To enroll in another method or make changes to your existing
methods, return to the What You Need To Do section at the top of this document.




Changing Your Primary Verification Method

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

Walgreens Boots Alliance

Forgot password?
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e C(Click the Two-Step Verification tile

N,

Two-Step Verification

Add an exira layer of protection fo your account

e In the My Verification Methods pop-up box, click Primary slider next to the verification method
that you would like to be primary

My Verification Methods *

+ ADD A VERIFICATION METHOD Primary
: Windows Hello 1 D EDIT
= Windows Hello 1
iPhone 12 Eor
)

iPhone 12
SECURED BY
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https://mypassport.walgreens.com/

Your primary verification method is the method that will first be attempted when you
are prompted for Two-Step Verification

The verification method where slider is toggled to the right with a green background is
your primary

If you would like to perform any other actions with your verification methods, return to
the What You Need To Do section at the top of this document.




Renaming a Verification Method

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

OnelD

Password

Forgot password?

0N5®

e C(Click the Two-Step Verification tile

N,

Two-Step Verification

Add an exira layer of protection fo your account

e In the My Verification Methods pop-up box, click Edit next to the verification method you want
to rename

My Verification Methods x

-+ ADD A VERIFICATION METHOD Primary
E Windows Hello 1 T
= Windows Hello 1

[@ iPhone 12 EDIT

— iPhone 12
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https://mypassport.walgreens.com/

¢ Inthe Edit verification pop-up box, enter the new name of your verification method in the
designated field and click Save

Edit Push Notification verification X

=

Android

SAVE

CANCEL
SECURED BY
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e Inthe You’re all set! pop-up box, click OK

You're all set! x

Push Notification verification has been saved.

)
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o If you would like to perform any other actions with your verification methods, return to
the What You Need To Do section at the top of this document.




Removing a Verification Method

e Navigate to https://mypassport.walgreens.com
e Enter your OnelD and Password
e C(Click Sign On

¥
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OnelD

Password

Forgot password?
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e C(Click the Two-Step Verification tile

N,

Two-Step Verification

Add an exira layer of protection fo your account

e In the My Verification Methods pop-up box, click Edit next to the verification method you want
to remove

My Verification Methods x

+ ADD A VERIFICATION METHOD Primary
i Windows Hello 1 —
= Windows Hello 1
[@ iPhone 12 EDIT

— iPhone 12
SECURED BY
ONE @



https://mypassport.walgreens.com/

In the Edit verification pop-up box, click Delete

Edit Push Notification verification x

[E] google Pixel & DELETE

Android

SAVE

CANCEL

SECURED BY
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In the Are you sure you want to delete pop-up box, click Delete

Are you sure you want to delete? X

(K} dkasbion]

DELETE

CANCEL
SECURED BY
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In the You’re all set! pop-up box, click OK

You're all set! x

Text Message verification has been deleted.
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o If you would like to perform any other actions with your verification methods, return to
the What You Need To Do section at the top of this document.




